PCT/DE03/00912 / 2002P20134WOUS 



3 / 10/542116 

JC14Bec'aPCT/P7Q 12 JUL 2005 



Description 

Method and arrangement for routing data packets in a packet- 
switching data network 

5 

The invention relates to methods according to the preamble of 
claims 1, 4 and 7 and to a network node according to the 
preamble of claim 18. 

10 Various methods are used for routing or for alternate routing 
or for transmitting data packets with a destination address 
such as, for- example, Internet Protocol packets, IP packets for 
short, or Protocol Data Units, PDUs for short, from a 
transmitter to a receiver in a packet-switching data network 

15 such as, for example, Internet Protocol networks, IP networks 
for short, or Open System Interconnect networks, OSI networks 
for short, having multiple network nodes such as, for example, 
routers, switches or gateways. The routing determines on which 
path the data packets go from the transmitter to the receiver. 

20 

Known routing methods are static, semi-dynamic or dynamic 
routing which are implemented inter alia by protocols like RIP 
(Routing Information Protocol) , OSPF (Open Shortest Path First) 
or EIGRP (Enhanced Interior Gateway Routing Protocol) for IP 
25 networks or IS-IS routing in conformance with ISO 10589 for OSI 
networks . 

•Under these protocols, the data packets are usually transmitted 
from the transmitter to the receiver via the shortest or most 
30 effective path. Alternative paths are calculated/determined and 
used only if there is a fault. 



In order to achieve greater fault tolerance in the transmission 



v. 
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of data packets, multipath routing is used. Here, successive 
packets or groups of packets, so-called flows, are transmitted 
via different or multiple paths from the transmitter to the 
receiver in accordance with a defined traffic distribution 
5 which is determined by respectively assigned traffic 
distribution weightings. 

The traffic distribution weightings stipulate the traffic load 
per path for a destination address. The traffic distribution 

10 weighting is normally a value between 0 and 1, where 0 stands 
for no traffic and 1 stands for maximum traffic on a link or a 
path. A traffic distribution weighting of 1 means that all 
packets are transmitted via this path. In the case of multipath 
routing, in which multiple paths are available, the traffic is 

15 divided using the weightings. The sum of the traffic 

distribution weightings to a destination in a node therefore 
totals 1, i.e. 100% of the traffic. Other systems of values can 
also be used for traffic distribution, for example percentages 
between 0% and 100%. 

20 

An example should make this clear. If a network node or a 
router has for example three paths to a destination, then the 
traffic can be divided evenly between all three paths. Each 
path would then be given a traffic distribution weighting of 

25 approximately 0.33. A third of all packets or flows would thus 
be transmitted via each path. Other distributions are also 
possible, for example 0.5 for the first, 0.3 for the second and 
0.2 for the third path. With this distribution, 50% of packets 
are transmitted via the first path, i.e. every other packet is 

30 routed via this path, 30% of the packets are transmitted via 

the second path and 2 0% of the packets via the third path. The 
distribution can be specified according to the traffic flow 
desired, capacity utilization of the links, distances per link, 
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number of nodes to the destination or other criteria. 

Multipath routing means that more than one path and 
consequently at least one alternative path to the destination 
5 is available in the network nodes, so that a rapid local 

response to link failures is possible. To this end, it must be 
ensured that a) more than one path to the destination is 
actually available and b) the linking of multiple paths 
between the network nodes and across multiple network nodes 
10 does not result in loops. Routing loops lead to packets 

circulating in the network. Circulating packets increase the 
load on the links and network nodes in the data network and 
thereby reduce the transport capacity of the network and lead 
to considerable unnecessary packet delays or to packet losses. 

15 

Conditions a) and b) are opposing insofar as the avoidance of 
routing loops frequently leads to a reduction in the possible 
and usable multipath routes or paths toward a destination. 

20 This will be illustrated by an example. Figure 1 shows an 

arrangement of a part of a packet-switching data network, for 
example an Internet Protocol (IP) network, consisting of three 
network nodes Rl, R2 , R3 , such as routers, switches, gateways 
or other switching devices of the same type which are connected 

25 to one another via links L12 , L13, L32. The network nodes Rl 
and R3 have links to a part of the data network that is not 
shown, via which links they receive data packets. These data 
packets are determined for a destination D or for an associated 
destination node that is connected to the network node R2 and 

30 can be reached only via this network node. 

Data packets received from the network node Rl for the 
destination D are transmitted via the link L12 to the network 
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node R2 and forwarded to the destination D. Likewise, data 
packets received from the network node R3 for the destination D 
are transmitted via the link L32 to the network node R2 and 
forwarded to the destination D. 

5 

An examination is made below of packets that are sent via the 
network node or router Rl and the link L12 to the network node 
or router R2 in order to be forwarded from the network node R2 
to their destination D. It is immaterial here whether, apart 

10 from the path via the network node Rl, other paths also existed 
for these packets through the network under consideration. At 
the moment when a packet has arrived at the network node Rl and 
is to be forwarded to the network node R2 , the following 
problem occurs: in the case of normal, shortest-path routing, 

15 as it is called, the network node Rl would always forward 

packets to the network node R2 via the link L12 and the network 
node R3 would always forward packets to network node R2 via the 
link L32. The routing tables with regard to the forwarding of 
packets which carry the destination address D would therefore 

2 0 be: 



In node Rl : 



Destination 


Next node 


D 


R2 


In node R3 : 


Destination 


Next node 


D 


R2 



25 

In order to enable the respective node to make a rapid local 
response to link failures, the following alternative paths 
would be available in the case of multipath routing: the 
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network node Rl could also route packets to the network node R2 
initially via the link L13 to the network node R3 if they are 
forwarded from there via the link L32 to the network node R2 . 
Similarly, the network node R3 could route packets to the 
5 network node R2 via the link L13 to the network node Rl if they 
are forwarded from there via the link L12 to the network node 
R2 . The routing tables, including the traffic distribution 
weightings pi and p 3/ for the alternative paths would then be: 

10 In node Rl : 



Destination 


Next node 


Weighting 


D 


R2 


1-Pi 


D 


R3 


Pi 


In node R3 : 


Destination 


Next node 


Weighting 


D 


R2 


1-P3 


D 


Rl 


P3 



If these routing tables were used for purely destination-based 
15 routing decision-making, then with the probability P1P3 the 

case would present itself where, for example, a packet from the 
network node Rl on the path to network node R2 would first be 
routed" via the link L13 to the network node R3 and then again 
from the network node R3 via the link L13 to the network node 
20 Rl. With the probability (P1P3) 2 this would happen to a packet 

twice in succession. The probability for a packet to be sent to 
and fro n times would be (PiP3) n . Consequently, the routing of 
packets from network node Rl to network node R2 would not be 
achieved looplessly. 

25 



In the case of the two currently available multipath routing 
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mechanisms (Equal Cost Multipath, ECMP for short, under the 
OSPF protocol and Unequal Cost Multipath Routing, UCMR for 
short, under the EIGRP protocol from CISCO) , the choice of 
alternative paths to a destination is severely restricted by 
5 the fact that loops always have to be avoided, despite the 
routing of packets being purely destination-based. With the 
ECMP or UCMR mechanisms, the alternative paths in the example 
shown in Figure 1 from network node Rl to network node R2 via 
network node R3 and from network node R3 to network node R2 via 
10 network node Rl are not permitted and/or the link L13 must not 
be used. 

A method which enables the use of alternative paths in the case 
described above is Multiprotocol Label Switching, MPLS for 

15 short. With this protocol, however, conditions have to be 

maintained network-wide which define the paths or routes on 
which packets are to be routed through the network by bypassing 
the IP routing. Here, the network nodes no longer route packets 
using the destination IP addresses, but a bit sequence, 

20 referred to as a label, is placed in front of each packet on 
entry to the network, said label then being evaluated in each 
network node. The relationship between label and paths must be 
established when the network is set up. Each packet has to be 
provided with a label on entry to the network and the label has 

25 to be removed again on exit from the network. Apart from this, 
additional mechanisms are needed locally in order to reroute 
packets to an alternative path if the originally intended path 
fails. 

30 The object of the invention consists then in improving a method 
and an arrangement for the routing, in particular the multipath 
routing, of data packets in a packet-switching data network in 
a manner such that, where required, alternative paths that 
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largely avoid loops are used for the transmission. 

This object is achieved according to the invention in the 
features of the methods claimed in claims 1, 4 or 7 and in the 
5 features of the arrangement claimed in claim 18. 

The invention provides, in cases like the example described in 
Figure 1, for the distribution of traffic to be disregarded and 
instead for the network nodes to be given locally executable 

10 rules. The traffic distribution weighting for the critical 
alternative paths, i.e. the potential loops, is set to the 
minimum value, i.e. to zero. The paths are, however, held in 
the routing table and designated "Joker Links". Furthermore, 
the nodes now use the rule that they use the links carrying the 

15 minimum traffic distribution weighting only when the desired 
adjacent router or next hop can no longer be reached by any 
other path that has a positive weighting. This simple extension 
of the principle of the purely destination-based multipath 
routing of packets eliminates the problem of circulating 

20 packets, provided only one link fails. 

The advantage of the method is that particularly in the case of 
multipath routing an alternative path can be made available, 
whereby no packets circulate in the network. The method 
25 operates regardless of the originating address of packets and 
without network-wide status information. 

Advantageous further developments of the methods are specified 
in the subclaims. 

30 

For example, the traffic distribution weighting for the 
alternative path(s) is increased in the event of failure of the 
primary link, so that the alternative path is now the new 
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principal route. At the same time, at least one new alternative 
path is determined, if possible, which is then given the 
minimum traffic distribution weighting (zero) . This has the 
advantage that the routing tables in the network nodes do not 
become too large. 

Exemplary embodiments of the invention are described below and 
are shown in the drawings, in which: 

Figure 1 shows a first arrangement for implementing the method 

according to the invention, 
Figure 2 shows a second arrangement for implementing the method 

according to the invention, 
Figure 3 shows a third arrangement for implementing the method 

according to the invention, 
Figure 4 shows a fourth arrangement for implementing the method 

according to the invention, 
Figure 5 shows an arrangement of a network node according to 

the invention. 



Figure 1 shows the arrangement, already described in the 
introduction, of a part of a packet-switching data network. 

Based on the procedures described there, for the method 
according to the invention the following entries then emerge 
for the destination D in the routing tables of network nodes Rl 
and R3 : 



In node Rl : 



Destination 


Next node 


Weighting 


D 


R2 


1 


D 


R3 


0 
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In node R3 : 



Destination 


Next node 


Weighting 


D 


R2 


1 


D 


Rl 


0 



A packet which arrives at the network node Rl for routing to 
the destination D is normally always forwarded via the link L12 
5 directly to -the network node R2 . Only if the network node Rl 
ascertains that the link L12 has failed will, for example, the 
distribution weighting be changed locally, and further packets 
to the destination D will be forwarded to the network node R3 . 
Accordingly, the entries in the routing table of the network 
10 node Rl would then be: 



In node Rl : 



Destination 


Next node 


Weighting 


D 


R3 


1 









The network node R3 in turn routes the packets only directly 
15 via the link L32 to the network node R2 since in accordance 

with the same rule it uses only that entry for the destination 
D in its routing table which carries a positive weighting. 

In this example, packets for the destination D can be sent to 
20 and fro between network node Rl and network node R3 only if the 
network node R2 fails or both links L12 and L32 fail. In this 
case, however, the destination D is no longer accessible from 
the network. 

25 Figure 2 shows an arrangement as per Figure 1 with the proviso 
that two further series-connected network nodes or routers R4 
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and R5 enable a path from network node Rl to network node R2 , 
namely starting from network node Rl via the link L14 to the 
network node R4, from this node via the link L45 to the network 
node R5 and from this node in turn via the link L52 to the 
5 network node R2 . . 

The routing table in the network node R4 contains for the 
destination D an entry relating to the network node R5 and this 
node correspondingly contains an entry relating to the network 
10 node R2 : . 



In node R4 : 



Destination 


Next node 


Weighting 


D 


R5 


1 








In node R5 : 


Destination 


Next node 


Weighting 


D 


R2 


1 









15 

The path via network node R4 and network node R5 could be 
determined or calculated as an alternative path in accordance 
with the switching or rerouting procedure in the network node 
Rl where the link L12 has already failed. The entries in the 
20 routing table of the network node Rl would accordingly then be: 



In node Rl : 



Destination 


Next node 


Weighting 


D 


R3 


1 


D 


R4 


0 
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Analogously, a packet would, in the event that the link L13 
between network node Rl and network node R3 fails, then be 
routed from network node Rl via link L1.4 to the network node R4 
and from there via link L45, network node R5 and link L52 to 
5 the network node R2 where it is in turn transmitted to the 
destination D. 

Figure 3 shows an arrangement as per Figure 1 subject to the 
proviso that from network node Rl a link L16 runs to a network 
10 node R6 and from this network node a link L62 runs to network 
node R2 . 

The routing table in the network node R6 corresponds by analogy 
to that in network node R3 and is not shown here. 

15 In this example, the link L12 is the primary link, which is 
backed up by two alternative paths, via network node R3 and 
network node R6 respectively. Both alternative paths are 
entered in the routing table of the network node Rl : 

20 In node Rl : 



Destination 


Next node 


Weighting 


D 


R2 


1 


D 


R3 


0 


D 


R6 


0 



If the link L12 fails, the packets are transmitted via one of 
the two network nodes R3 and R6 or optionally, for example 
alternately, via both network nodes or alternative paths. In 
25 addition, a further alternative path could, if available, be 
calculated, in an analogous manner to the example in Figure 2. 
Similarly, the traffic distribution weightings can be 
reassigned, for example to: 
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Node Rl: 



Destination 


Next node 


Weighting 


D 


R3 


0.5 


D 


R6 


0.5 









for the use of both alternative paths, or: 

5 



Node Rl: 



Destination 


Next node 


Weighting 


D 


R3 


1 


D 


R6 


0 









for the use of a single alternative path, namely that via the 
network node R3 . 

10 

Figure 4 shows an arrangement as per Figure 2 and Figure 3 , 
subject to the proviso that as well as network nodes R4, R5 and 
R6 and associated links as per Figure 2 and Figure 3, there are 
provided three further network nodes R7 , R8, R9 , connected in 
15 series between network node Rl and network node R2 , said 

further network nodes having associated links L17, L7 8, L89 and 
L92. 

The routing tables in these network nodes correspond in an 
analogous manner to those described previously. 

20 

In this case, the traffic to destination D is divided in 
network node Rl over multiple routes (multipath routing) , in 
accordance with the following routing table in network node Rl : 
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Node Rl: 



Destination 


Next node 


Weighting 


D 


R2 


0.5 


D 


R3 


0.3 


D 


R6 


0.2 


D 


R4 


0 









The link to network node R4 here is the alternative path or 
* joker link" in accordance with the preceding examples. This 
5 link is used only after all preceding links, in the example to 
network node R2 , network node R3 and network node R6 , have 
failed. The traffic distribution weightings could then be 
adjusted correspondingly, for example to: 

10 Node Rl: 



Destination 


Next node 


Weighting 








D 


R3 


0.6 


D 


R6 


0.4 


D 


R4 


0 









In the event of further links failing: 



Node Rl: 



Destination 


Next node 


Weighting 








D 


R3 


1 








D 


R4 


0 
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Meanwhile, or after the last primary link has failed, an 
alternative path, for example via the network nodes R7 , R8, R9 , 
5 can be calculated or determined, as per the example in Figure 
2 : 



Node Rl: 



Destination 


Next node 


Weighting 




















D 


R4 


1 


D 


R7 


0 



10 Equally, the alternative path via network node R7 could be 
entered in the routing table from the outset, as per the 
example for Figure 3 : 



Node Rl : 



Destination 


Next node 


Weighting 


D 


R2 


0.5 


D 


R3 


0.3 


D 


R6 


0.2 


D 


R4 


0 


D 


R7 


0 



15 

If one or all primary links fail, all or individual alternative 
paths can be used, for example in accordance with the following 
routing table: 

20 Node Rl: 
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Destination 


Next node 


Weighting 








D 


R3 


0.6 


D 


R6 


0.2 


D 


R4 


0 


D 


R7 


0.2 


or: 

Node Rl : 


Destination 


Next node 


Weighting 








D 


R3 


0.6 


D 


R6 


0.2 


D 


R4 


0.1 


D 


R7 


0.2 


or : 

Node Rl: 


Destination 


Next node 


Weighting 




















D 


R4 


0.5 


D 


R7 


0.5 



All possible combinations would be conceivable here. 

10 

In the exemplary embodiments, the network nodes can have links 
to further parts of the data network that are not shown. 

Equally, regenerators or other network elements can be inserted 
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in the links between the network nodes . 

As a packet-switching data network, an Internet Protocol 
network, IP network for short, is particularly suitable for the 
5 method described, specifically for the failsafe transmission of 
voice over IP networks, VoIP for short. 

The method according to the invention is intended primarily for 
multipath routing in IP networks. It can also be employed for 
10 other routing methods such as Shortest Path or similar. 

Figure 5 shows a schematic arrangement of a network node R 
according to the invention. This node has four bi-directional 
access points or ports PI to P4 . The network node R receives 

15 data packets via these access points from a packet-switching 
data network (not shown here) , similar to a network as per 
Figures 1 to 4, which data packets it must route, switch onward 
or transmit to the destination. The network node R contains a 
routing table RT, the content of which is represented in two 

20 different states as routing table RTl and routing table RT2 . 
The routing table RT has three columns. The column Z contains 
an entry for a destination or for a destination node, in the 
example the destination D. The column P contains an entry about 
the next node or the corresponding access point or port, via 

25 which the destination can be reached. In the example, the ports 
P2 and P3 are entered as exit points to the destination D. The. 
column G contains the traffic distribution weighting provided 
for the route. 

30 The network node functions for example in accordance with the 
following mode of operation. A data packet contains a 
destination address. If a data packet arrives in the network 
node or router, the destination address is determined from the 
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data packet. The destination address determined is compared 
with the destination address entries in the routing table. From 
the routing table, the appropriate exit point or next node is 
determined at which or via which the packet is emitted. For 
5 example, according to routing table RT1 a data packet for the 
destination D is transmitted onward via the access point or 
port P2 . 

The destination D can be reached in the first routing table RTl 
10 via the access points P2 and P3 . According to the invention, 

the first or primary path, which in this case, leads via port 2, 
is assigned the maximum traffic distribution weighting, e.g. 1 
or 100%. As an alternative path, the second or secondary path 
is given the minimum traffic distribution weighting, e.g. 0 or 
15 0%, i.e. it is held in the routing table but no data packets or 
traffic are emitted via this route. 

Traffic can also be distributed differently via any other 
existing access points or ports, by analogy with the examples 
20 for Figures 1 to 4 . 

If in the example the first path via access P2 fails, the 
second path via access P3 is used, i.e. data packets which were 
previously sent to the destination D via P2 are now sent to the 

25 destination D via P3 . This can be done for example by removing 
the entry for access point P2 from the routing table RT and 
giving the second path via access point P3 the maximum traffic 
distribution weighting, as shown in routing table RT2 . The 
detection of a failure of a link or of a path and the deletion 

30 of the corresponding entries in the routing table, as well as 
the rerouting of the data packets to a different access point 
or port can be effected by means of prior-art mechanisms known 
to a person skilled in the art. In addition, through known 
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mechanisms an alternative path, in this case via access point 
P4, can be determined, said path being entered in the routing 
table with a minimum traffic distribution weighting, in 
accordance with the lower entry in routing table RT2 . 

5 

The routing table RT can contain further entries to the same or 
other destinations. 

As a further embodiment, a network node can always apply the 
10 rule that it will not return packets on the same link on which 
it has received them. This rule can also be used node- 
specifically rather than link-specifically: a network node does 
not send packets back to the same network node from which it 
has received them. 

15 

Traffic distribution weightings can also be set to zero for 
other reasons than for avoiding loops in normal operations, 
i.e. other than in the case of link failure. It may, for 
example, be appropriate to restrict the distribution of traffic 
20 to short paths so that no network capacity is wasted by routing 
packets on circuitous paths. 

Except after a locally-detected link failure, the distribution 
weighting for a link or path can be changed or set at a high 

25 level of or the main route (s) can be changed, even after the 
reporting of a link failure at a different point/ by a 
different protocol. This could be e.g. a report from an 
adjacent node indicating that it no longer has a direct path 
for a given destination. Individual or all network nodes can 

30 then carry out a recalculation of their paths to defined or to 
all destinations. 

A modification of the method could be that links or paths are 
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used as soon as certain other routes that are responsible for 
potential loops are no longer available. The routing table can 
then contain further entries indicating which links must have 
failed, in order for the traffic distribution weighting for a 
5 link to be set to a value greater than zero. In addition, the 
table could in such a case also contain the traffic 
distribution weighting then to be used. 

The method described can be used in the same manner and 
10 implemented simply if there are more than two network nodes 
before the last network node available for selection. It is 
also useful to use the method in this case, as the underlying 
loop problem also applies here, even if it is not so obvious. 

15 The method described can be used in the same manner at other 

points in the network where the problem arises that, because of 
the need for loopless conditions, traffic cannot be distributed 
between multiple paths . 

20 The method is not restricted to distributed control in each 
network node . A central network management can be provided 
which distributes respectively updated routing tables or 
routing information to each network node. This can also be 
applied or used in the event of a disruption, i.e. where links 

25 or transmission paths fail. The method can be used 

independently of centralized or locally distributed network 
management or routing management. 

In conclusion, it can be stated that the setting of 
30 distribution weightings to zero in routing tables enables a 
rapid local response to faults and simultaneously prevents 
circulating packets. 

The decision-making rule used locally in the network nodes - 
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setting of the traffic distribution weighting at a high level 
where a link fails or in the event of corresponding fault 
conditions - enables a rapid response without alternative paths 
having to be configured in advance or any communication between 
network nodes being necessary. . 



